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COMMONWEALTH of VIRGINIA
Subject: Child Care Subsidy Program – Possible Scam Notice 


Dear Child Care Subsidy Vendor, 

We are writing to inform you about a recent incident concerning a scam email that falsely represents the Commonwealth of Virginia (COV), the Virginia Department of Education (VDOE), and the Virginia Department of Social Services (VDSS).
 
Recently, VDOE and VDSS were made aware of a suspicious email regarding the "Commonwealth of Virginia (COV) Virtual Payables Card Initiative." This email falsely claims to be in partnership with Bank of America and suggests that suppliers should start accepting payments via a Virtual Payables Credit Card. Please be aware that this email is a scam.

The scam email includes various enticing offers, such as receiving payments earlier, improving cash flow, and streamlining accounts receivable processes. It also provides options for receiving virtual card information, either through a dedicated card account or secure email delivery.

What You Need to Know:
1. Scam Alert: The email is not legitimate and does not represent the Commonwealth of Virginia, the Department of Education, or the Department of Social Services. Please do not click on any links or engage with this email in any way.
1. Payment Information: Any legitimate information regarding payments and payment methods will come directly from the Virginia Department of Education (VDOE) or the Virginia Department of Social Services (VDSS). Please disregard unsolicited payment-related emails and verify the authenticity of any payment information by contacting the respective department directly.
1. Security: Be vigilant and cautious about unsolicited emails or communications. Scammers often use official-sounding language and enticing offers to deceive individuals and organizations.

What to Do: If you receive any suspicious emails or communications related to payment, please take the following steps:
1. Do Not Open: Do not open any links, download attachments, or provide personal or financial information in response to such emails.
1. Verify Legitimacy: If you are unsure about the authenticity of any email or communication related to payments, please contact vendor relations at vendor.services@dss.virginia.gov.
1. Report: If you receive a suspicious email, please report it to your organization's IT or security team for further investigation.

Thank you for your cooperation and vigilance in safeguarding against fraudulent activities. Your partnership and trust are highly valued, and we remain committed to maintaining a secure and reliable vendor relationship.


Sincerely,
[image: ] 
Clifton H. Wise Jr.  
Child Care Operations Coordinator  
Office of Early Childhood Access and Enrollment
Virginia Department of Education
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   Amanda Kay
   Child Care Subsidy Program Manager
   Division of Benefit Programs
   Virginia Department of Social Services






DEPARTMENT OF EDUCATION
P.O. BOX 2120
RICHMOND, VA 23218-2120

DEPARTMENT OF SOCIAL SERVICES
801 E. MAIN STREET 
RICHMOND, VA 23219-2901
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